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Effective Date Jan 2020 Jan 2020 Upon approval Jan 2021 Jan 2023 Dec 31, 2020 Oct 1, 2019 Jul 2020 Upon approval Mar 2019 Upon approval Upon approval

Legislative Status

Signed into 
law

Passed Senate, 
waiting on 

House
Passed Senate Pending in 

Senate

Referred 
to Senate 

Committee

Pending 
in House, 

companion 
bill pending 

in Senate

Signed into 
Law

Pending in 
Senate

Pending 
in Senate 

Committee

Signed into 
law

Referred 
to House 

Committee

Measure 
recommended 

“held for 
further study”

Who Does Law Cover? For-Profits            
Non-Profits    

Website Disclosure 
Obligations

Categories of PI 
Collected           

Purpose of 
Collection         

Categories of PI 
Sold or Shared           

Minors Opt-In Age 16 16 16 18 18 16

Consumer Rights Opt-Out from  
Sale of PI          

Right of Access
           

Right of Erasure
        

Non-
Discrimination        

Right of Data 
Portability     

Personal Information 
Specifically Includes

Biometrics      

IP and MAC 
Address

       

Internet Activity        

Geolocation        

https://www.cga.ct.gov/2019/TOB/s/pdf/2019SB-01108-R00-SB.PDF
https://www.cga.ct.gov/2019/TOB/s/pdf/2019SB-01108-R00-SB.PDF
https://www.cga.ct.gov/2019/TOB/s/pdf/2019SB-01108-R00-SB.PDF
https://www.capitol.hawaii.gov/measure_indiv.aspx?billtype=SB&billnumber=418&year=2019
http://mgaleg.maryland.gov/webmga/frmMain.aspx?pid=billpage&stab=01&id=sb0613&tab=subject3&ys=2019rs
http://mgaleg.maryland.gov/webmga/frmMain.aspx?pid=billpage&stab=01&id=sb0613&tab=subject3&ys=2019rs
https://malegislature.gov/Bills/191/SD341
https://malegislature.gov/Bills/191/SD341
https://malegislature.gov/Bills/191/SD341
https://www.revisor.mn.gov/bills/text.php?number=HF2917&type=bill&version=0&session=ls91&session_year=2019&session_number=0
https://www.revisor.mn.gov/bills/text.php?number=HF2917&type=bill&version=0&session=ls91&session_year=2019&session_number=0
https://www.revisor.mn.gov/bills/text.php?number=HF2917&type=bill&version=0&session=ls91&session_year=2019&session_number=0
https://www.revisor.mn.gov/bills/text.php?number=HF2917&type=bill&version=0&session=ls91&session_year=2019&session_number=0
https://www.revisor.mn.gov/bills/text.php?number=HF2917&type=bill&version=0&session=ls91&session_year=2019&session_number=0
https://www.leg.state.nv.us/App/NELIS/REL/80th2019/Bill/6365/Text
https://www.leg.state.nv.us/App/NELIS/REL/80th2019/Bill/6365/Text
https://legiscan.com/NM/text/SB176/2019
https://legiscan.com/NM/text/SB176/2019
https://www.nysenate.gov/legislation/bills/2019/s224
https://www.nysenate.gov/legislation/bills/2019/s224
https://www.nysenate.gov/legislation/bills/2019/s224
https://www.legis.nd.gov/assembly/66-2019/bill-actions/ba1485.html
https://www.legis.nd.gov/assembly/66-2019/bill-actions/ba1485.html
https://www.legis.state.pa.us/cfdocs/billInfo/billInfo.cfm?sYear=2019&sInd=0&body=H&type=B&bn=1049
https://www.legis.state.pa.us/cfdocs/billInfo/billInfo.cfm?sYear=2019&sInd=0&body=H&type=B&bn=1049
https://www.legis.state.pa.us/cfdocs/billInfo/billInfo.cfm?sYear=2019&sInd=0&body=H&type=B&bn=1049
https://legiscan.com/RI/bill/S0234/2019
https://legiscan.com/RI/bill/S0234/2019
https://legiscan.com/RI/bill/S0234/2019
https://legiscan.com/RI/bill/S0234/2019


Atlanta  |  Baltimore  |  Boulder  |  Delaware  |  Denver  |  Las Vegas  |  Los Angeles  |  Minneapolis  |  New Jersey  |  New York  |  Philadelphia  |  Phoenix  |  Salt Lake City  |  Sioux Falls  |  Washington, DC  |  www.ballardspahr.com

U.S. State Privacy Law Tracker

C
al

ifo
rn

ia

C
on

ne
ct

ic
ut

H
aw

ai
i

M
ar

yl
an

d

M
as

sa
ch

us
et

ts

M
in

ne
so

ta

N
ev

ad
a

N
ew

 M
ex

ic
o

N
ew

 Y
or

k

N
or

th
 D

ak
ot

a

Pe
nn

sy
lv

an
ia

R
ho

de
 Is

la
nd

Inferences     

Household  
Exemptions for Federal 
Privacy Laws

GLBA    
HIPAA    
FCRA  

Enforcement

Private Right  
of Action        

Statutory Damages $100-$750 for 
data breaches 
stemming 
from failure 
to maintain 
reasonable 
data security 
controls per 
consumer/
incident

$100-$750 for 
data breaches 
stemming 
from failure 
to maintain 
reasonable 
data security 
controls per 
consumer/
incident

Up $750 per 
consumer/
incident

$100-$750 for 
data breaches 
stemming 
from failure 
to maintain 
reasonable 
data security 
controls per 
consumer/
incident

$10,000 per 
consumer for 
data breaches 
stemming 
from failure 
to maintain 
reasonable 
data security 
controls.

Damages, 
costs, and fees 
(including 
reasonable 
attorneys’ 
fees)

$100-$750 for 
data breaches 
stemming 
from failure 
to maintain 
reasonable 
data security 
controls per 
consumer/
incident

$100-$750 
per consumer/
incident

AG Penalties Up to $7,500 
per violation

Up to $7,500 
per violation

$2,500-
$7,500 per 
violation

$2,500 per 
violation; 
$7,500 if 
intentional

$2,500 per 
violation; 
$7,500 per 
intentional 
violation

Up to $5,000 
per violation

Up to 
$10,000 per 
violation

Initial remedy 
is cease and 
desist order; 
violation of 
order has 
penalty of 
$100,000-
$250,000.

https://www.nysenate.gov/legislation/bills/2017/s8641
https://www.nysenate.gov/legislation/bills/2017/s8641
https://www.nysenate.gov/legislation/bills/2017/s8641
https://www.nysenate.gov/legislation/bills/2017/s8641
https://www.nysenate.gov/legislation/bills/2017/s8641
https://www.nysenate.gov/legislation/bills/2017/s8641
https://www.nysenate.gov/legislation/bills/2017/s8641
https://www.nysenate.gov/legislation/bills/2017/s8641
https://www.nysenate.gov/legislation/bills/2017/s8641

